
Network security in Kubernetes
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- Containers’ security
- Kubernetes
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Agenda

- Kubernetes High level Architecture
- CNI
- Network Policies
- Service Meshes
- Testing
- Questions



Kubernetes’ high-level component architecture
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By Lucas Käldström

https://github.com/containernetworking/cni
https://github.com/kubernetes/community/blob/master/contributors/devel/container-runtime-interface.md
https://www.opencontainers.org/
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/api-machinery/protobuf.md
https://grpc.io/
http://www.json.org/
https://docs.google.com/presentation/d/1Gp-2blk5WExI_QR59EUZdwfO2BWLJqa626mK2ej-huo/edit#slide=id.g1e639c415b_0_56


Kubernetes’ high-level component architecture

Primitives:

- Pod - a deployment unit, can contain multiple containers
- Label - a logical grouping
- Namespace (not Linux namespace) - a resource grouping



Container Network Interface

Some of the popular ones:

- Flannel
- Calico
- Cilium
- Amazon VPC CNI

https://github.com/coreos/flannel
https://github.com/projectcalico/calico
https://github.com/cilium/cilium
https://github.com/aws/amazon-vpc-cni-k8s


Network Policy

Covers:

- Protocols
- TCP
- UDP
- SCTP (k8s 1.12+)

- CIDRs
- K8S Objects

- Pods
- Namespaces



Network Policies

Source link

https://github.com/ahmetb/kubernetes-network-policy-recipes


Network Policies



Cilium Network Policies



Cilium Network Policies



Service Mesh



Testing

Tools:

- netassert - a security testing framework for fast, safe iteration on firewall, 
routing, and NACL rules for Kubernetes

- kube-bench - a Go application that checks whether Kubernetes is deployed 
securely by running the checks documented in the CIS Kubernetes Benchmark

- kube-hunter - scans for security weaknesses in Kubernetes clusters

https://github.com/controlplaneio/netassert
https://github.com/aquasecurity/kube-bench
https://www.cisecurity.org/benchmark/kubernetes/
https://github.com/aquasecurity/kube-hunter


Thank you! Any Questions?

Source

https://proxy.duckduckgo.com/iu/?u=https%3A%2F%2Fsd.keepcalm-o-matic.co.uk%2Fi%2Fthank-you-for-your-attention-any-questions-268.png&f=1

